











Alice

2 1 509 bytes
| circiD] cmD] DATA
2 1 2 6 2 1 498
| CircID| Relay| StreamiD| Digest[LenicMD|  DATA |
(link is TLS—encrypted) OR 1  (linkis TLS-encryped) OR 2 (unencrypted) ~ website
Create c1, E(g"x1)
Created c1, gy, H(K1]
Legend:

Relay c1{Extend, OR2, E(g"x2)} N

Create c2, E(g"x2) E(x)-—RSA encryption

Relay c1{Extended, ghy2, H(K2 Created c2, g"y2, H(K2Z {X}-—AES encryption
cN--a circlD
Relay c1{{Begin <website>:80}} Relay c2{Begin <website>:80}
(TCP handshake)
Relay c1{{Connected}} Relay c2{Connectedj= -~~~ ~-~~-~~-~~-~~-~
Relay c1{{Data, "HTTP GET..."}} ., e
Relay c2{Data, "HTTP GET..."} "HTTP GET.."
Relay c2{Data, (response]k (response
Relay c1{{Data, (response)}]
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Alice — Bob : Epk,,, (9°)
Bob — Alice : ¢¥, H(K|“handshake”)
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